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Lesson Plan for Module 7

. What is Internet Security?
. What are the different types of threats on the Internet?

. How to protect data from being lost or stolen?
. Ethical Issues regarding Internet

. Staying SMART on the Internet

. The Do’s and Don’ts while using the Internet
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Learning Outcome

Learning Outcomes for Module 7:

Understand what is Internet security and the different types of threats
Protect his or her data from being lost or stolen
Understand the trick of creating of strong and unique passwords

Understand follow the ethical issues regarding the Internet use

Stay SMART and understand the Do’s and Don’ts while using the Internet
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Spyware

MALACIOVS PROGRAMS

@LJ - ‘P http://www.rfiimports.com/cpgld6/albums/home/  + Qg‘ Suspicious Website "1»| A ‘

Warning: Visiting this site may harm your computer
g g y y P w o IPWE"°’"E'PEYPE' '..\g-‘ Suspicious website -

PaJyP 9 This might be a phishing website. LIn | Hell

Phishing websites impersonate trustworthy

wehsites for the purpase of obtaining your
Welcome Send personal or financial information. rvices
Microsoft recommends that you do not give

The website you are visiting appears to contain malware,
Malware is maliclous software that may harm your computer or

otherwise operate without your consent. Your computer can be . .

infected just by browsing to a site with malware, without any Ph 1S h n g any of your informtion to such websites.

fuﬂh!f action on your pan' Member Log-In Foray Report whether or not this is a phishing day
website.

Email Address

For detailed information about problems found on this site, or a
portion of this site, visit the Google Safe Browsing diagnostic e What is Phishing Filter? P

page for lesbian-qgirlhard.com,

Malware ¢ wichouSharin
Clpore aring ) (G088 Warning i ____Your Francl Informacn
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I # SendMoney, Py e x ) - oEm
€ - € [BPayPal.inc.1Us]

3 Apps (] New folder

PP PayPal 5 sei- sens- Busiess - X3

s//www.paypal.com

Real website
op safe out worrie (https://www.paypa

l.com/in/webapps/
mpp/home)

@ L |P http:/fwwwerfiimports.com/cpgldé/albums/home/ '\:P,' Suspicious Website ‘9‘ P9 ‘
X

®
Paina’ This might be a phishing website. LIn | Hel

Phishing websites impersonate trustworthy

websites for the purpose of obtaining your
Welcome Send personal or financial information.
Microsoft recommends that you do not give

any of your information to such websites.

v e | [P Welcome - PayPal @ suspicious website

Forg

Member Log-In Report whether or not this is a phishing day

website.
unts

What is Phishing Filter?

WlthoutSh arin

ial Infarmat

Email Address

Password

Suspicious/ Fake

website

ion
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PayPal. Privacy is built in. Learn more
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Adware (Malware)

NGRATUL

..............

You’'ve been chosen to receive a
FREE Gateway Desktop Computer! {

Intel Pentium 4 Processor 2 .66 GHz

256ME DDR-5DRAM, 80GE HD, 48x CD-RW

18-inch Color CRT Monitar {18-inch wiewahle)
Click Here to Claim Your FREE Desktop Comg
W o ExclusiveReanards

isddress | @] http: fwwwn pokeToTeTIET CoTITaET, TS0 T = — neie)

& | el

TopSearches -

SideFind x \ .
sideFind ——— 2 click ok to dawnoad our fres softwa
WWW.BBE.com [ﬁ ~ a N H E" Cance

Ersing] =
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Install a reliable antivirus in your devices and keep it updated in order to protect
devices from virus attack, spam and other security threats.

Do not respond to emails or phone calls requesting confidential information such as
your bank account number, ATM pin, your passwords, etc.

Be cautious while making online transactions such as internet banking, online
shopping, etc.

Always password-protect sensitive files on your computer, USB, Smartphone,
Tablets, etc. Have a strong password.

Don’t plug in personal devices like USB flash drives, MP3 players, and smart phones
without checking the computers especially in cyber cafes

Do not install unauthorized programs as malicious applications often pose as genuine
programs, like games, tools, or even anti-virus software.
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How to Protect Data

There are many ways to keep data safe:

*Passwords

*Back up

*Avoid sensitive data
*Update Software
*Antivirus

*Regular Maintainence
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Bitdefender Total Security BETA A MyBitdefender ¥

You are currently protected Settings Autopilot
Last scan: today Py
Last update: today

ANTIVIRUS FIREWALL UPDATE SAFEBOX Antivirus

@ oA (

Scan Mow Manage adapters Update Now

Bitdefender 50 days left Feedbac Help & Support 7
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I'I':'I':'I':'I':'I':'I':

Password strength: Too short

Itttttttttl

Password stremoti: Wileak

Ittttttt'ﬁ'ﬁt

It is advisable to

Password stremgti: protect content,
folders with
passwords.

ittty The passwords

Password strength: Good have to be big and

unique

Ii:i:i:i:i:i:i:i:i:i:i:i:i:i:

Password strength: Strong
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Internet ethics seeks to come up with a code of conduct and a moral
obligation for those who communicate on the internet.

Ethical issues regarding internet are:

Copyright and intellectual property
Pornography

Deliberate misinformation
Plagiarism and Piracy

Stealing of sensitive data(Hacking)
Misuse of data
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Explicit Content (Pornography)

Pornography:
sexually explicit
content on the
internet is also a
major issue,
getting exposed to
such websites and
can have a
negative impact
on the minds,

EFXPLICIT COWLES especially children

~ A £ N
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$tay Safe oniine

Remember the 5 SMART rules when using the internet and mobile phones.

| ;1333 Keep safe by being careful not to give out personal
e 4 information — such as your full name, email address, DhOl‘lO
number, home address, photos or school name - to people you are
chatting with online.

) ) [:Img Meeting someone you have only been in touch with online ‘
" can be dangerous. Only do so with your parents’ or carers’ permission -
~ and even then only when they can be present.

Mmmumamuvm!

? X311 Y38 Information you find on the internet may not be true,
" or someone online may be lying about who they are. Make sure you

~ check information before you believe it.

Tell your parent, carer or a trusted adult if someone or something
~  makes you feel uncomfortable or worried, or if you or someone you
" know is being bullied online.
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www.netmums.com
www.gcflearnfree.org
www.wikipedia.org
WWW. gnsegroup.com
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